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Problem: 
Scientists in EPA’s Office of Research and 

Development wanted unfettered Internet 
access to speed up collaboration with 
non-EPA researchers.  Not being able to 
reach websites, databases, information  
and transfer data from universities, other 
Federal agencies, and various other 
research institutes hampered the 
scientific process and creativity.  The 
Office of Environmental Information 
(OEI) faced a problem that required a 
solution that balances ORD’s 
requirements with Agency information 
security policies. 

Interim Solution (in place in March 2005): 
Special security zone procedures: 
1.	 When a scientist identifies a website s/he wants 

access to,  the scientist submits a request to the 
ORD Information Security Officer (ISO) with the 
following information: 

•	 Service type (SSH or HTTP) 
• Destination IP address and hostname 
• Ports required 
• Business requirement, and 
• User POC (name, email, phone number) 
2. Any request approved by the ORD ISO is entered 

into a Lotus Notes Database using Notes 
QuickPlace tool 

3. The ORD ISO approval of the request starts the 
clock on a two-business day window for OEI’s 
National Computer Center staff to open up the 
required port on the firewall for the desired 
destination. 

4.	 The National Computer Center staff notify the 
ORD ISO of access when opened. 

SCIENCE FTP

EXTRANET SERVER


Permanent Solution, Special Security 
Zone (in early stages of 
implementation): With the 
completion of the Demilitarized Zone 
(“DMZ”) by OEI for all of EPA this 
year, all ORD personal computers in 
a Special Security Zone hanging off 
the DMZ will have the following 
capabilities: 

(1)Web browsing expanded to any port 
in the “registered” or “dynamic” 
ranges (1024 – 65,535)  and 

(2)Outbound Secure Shell (ssh) service 
to any IP on standard port 22, with X-
Windows available. 

(3)Proxy servers located in the DMZ will 
provide rapid access to external 
databases and library servers 
currently not accessible to EPA. 
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Scientists, you are here! 
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